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1
Decision/action requested

It is proposed to approve this pCR.
2
References

NA
3
Rationale

This contribution proposes key hierarchy for AKMA.
4
Detailed proposal

*************** Begin of Change ****************
Y.y AKMA Key hierarchy, Key derivation and Key distribution
The keys related to AKMA authentication include the following keys: K, CK/IK. In case of EAP-AKA', the keys CK', IK' are derived from CK, IK as specified in clause 6.1.3.1 in TS 33.501 [X], and KAUSF is derived from CK', IK', to be specific, from EMSK. In case of 5G AKA, the KAUSF is derived from CK, IK.
The key hierarchy (see Figure Y.y-1) includes the following keys: KAAuF, KAApF.

Keys for AAuF:


KAAuF is a key derived by ME and AUSF from KAUSF.
Keys for AApF:


KAApF is a key derived by ME and AAuF from KAAuF. 
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Figure Y.y-1: Key hierarchy generation in AKMA
**** END OF CHANGES ****
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